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C|EH v12 Elite - Inclusions & Validity:

Package Inclusions Validity
eCourseware 2 years
Exam Voucher 1 year

Next Courseware version Yes
Exam Retakes *** 4
Ethical Hacking Videos 1 year

CQ Labs 6 months
C|EH Engage 1 year
Global C|EH Challenge 1 year
Exam Preps 1 year
C|EH Practical 1 year

* Valid from the date of activation.

**Exam Voucher- Valid for 1 year from the date of evaluation submission.

***¥Maximum 4 retakes allowed per year as per exam retake policy. Exam Retake Policy

****CEH Practical dashboard shall be activated upon clicking on "Ok Proceed" within the exam dashboard.

Last Updated on 1t September’'2022



https://cert.eccouncil.org/exam-retake-policy.html

How To Redeem The C|EH v12 Subscription Code:

Login or register into your Aspen account at https://aspen.eccouncil.org/

Login

Username ™

Password

& Register 4 Forgot Password?

Click on "My Courses"

Training «

Training Partner «  Instructor .~ CISOMAG  About +

AASPEN e

Note: Activate your subscription code by clicking on "Submit Subscription Code". Subscription code is an
alphanumeric code provided by your learning partner (ATC).

AASPEN Home MRETUTE Training ~  Training Partner «  Instructor ~  CodeRed  About ~
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https://aspen.eccouncil.org/

1.Click on MyCourses tab to go to your training dashboard. You will see all your C|EH package inclusions on
this page:

AQSPEN Home Training ~ Training Partner ~ Instructor -~ CodeRed About

Certified Ethical Hacker v12 M
L |
— O - a0 a0 n
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS
In Progress Pending Pending Pending IN/A
o]
™ O ] n
NEXT VERSION ETHICAL HACKING C|EH OFFICIAL GLOBAL C|EH
ECOURSEWARE VIDEO COURSES ENGAGE LAB CHALLANGE
o =2
L L J L J L _
O ]
EXAM ClEH RETAKE COUNT:
PREPARATION PRACTICAL 0

EXAM PREP PRACTICAL RETAKE EXAM

2. Click on the “marked icon” on the top right-hand side of the dashboard page to see package inclusions
and their respective validity:

ARSPEN Home Training = Training Partner «  Instructor ~  CodeRed  About «

Certified Ethical Hacker v12

R
1 I 1 T 1 I 1
ECOURSEWARE EVALUATION EXamM CERTIFICATE ECE STATUS
In Progress Pending Pending Pending [ P
== 1
- L — |1 - | L
I r — [ | r
MEXT VERSION ETHICAL HACKING CIEH OFFICIAL GLOBAL C|EH
ECOURSEWARE VIDEO COURSES ENGAGE LAB CHALLANGE
= e =
- L — L - | L | L -
= -
EXAM CIEH RETAKE COUMNT:
PREPARATION PRACTICAL o

== s
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3.A new window showcasing package inclusions & validity pop up as below:
- |E H Eiite

Package Component Walidity
eCourseware™ 2 years
Exam Voucher™ 1year
eCoursaware Next Version Wes

Exam Retakes ™" 4

Ethical Hacking Videos™ 10 ( 1 year)
Cyber(Q Labs" & months
C|EH Engags" 1year

Global C|EH Challenge” 1year

Exam Praparation”

1year

COOOLEEEs

CJEH Practical™

= Walid from the date of activation.

1year

“Exam Voucher- Valid for 1 year from the date of evaluation submission.
—TMadimum 4 retakes allowed per year a5 per exam retake policy.
===C|EH Practical dashboard code shall be activated upon clicking on
"0k Procead” within the exam dashboard.

4.Click on “TRAINING” icon to be redirected to the Training page of CEH v12.
CEH Competition Dashboard @

CEHv-12 Modules And Competitions -

A
CEHv-12 Modules CEHv-12 Competitions
A
D CEHvI2 Module 00
Current Competitions A

() CEMvI2 Mode 01 Introdhction to Ethical

Hacking

B CEH-Competition-11{Sept) +

) CEMvI2 Module 02 Footprinting and

Racoonaissance

Future Competitions A

) CEHvI2 Module 03 Scanning Networks

O ConErgageut! Past Competitions A
() CEMvI2Moduie 04 Enumeration MARK COMPLETE

~ Competition 1 (May) +
() CEHVI2 Module 05 Vidnerability Analysis

Welcome to CEH Class!
O CEMvI2Module 04 Hacking +
SY'RU"' Lorem lpsum 5 smply cummy ted ofthe printing ang typasettng cmz w‘;
industry Lorem ipsum has been the industry's standard dummy tec
() £FH19 Makds (17 Mabusrs Thraate ever sirvs the 15001 when 3n Lnknown oringer ook 3 sxley of toe
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5.Click on maximize icon “+” of “CEH Competition Dashboard”, to display the competition dashboard. By
accessing the C|EH Global Challenge, you agree to the rules of the challenge. You can view the “C|EH
Global Challenge Official Rules” by clicking here

Ec-co"ncl' Tradning ~ Tralming Partrer Instroctor « CISO MAG CodeRed About «

CEH Competiion Dashboard

CEN-Competition02(901)

You have not yet participated in the current competition.

Poase Comploto B compotition 10 gut the denired rosults

CEHv-12 Modules And Competitions

6.Click on “year dropdown”-> “select competitions”, click on “Compete” icon to participate in
competition. You will be redirected to following page:

WWW.CYDrQL0

Play Experience

Console
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https://edm-image.s3.us-west-2.amazonaws.com/2022/sept/5/CEH+Global+Challenge+Official+Rules+v1.0.pdf
https://edm-image.s3.us-west-2.amazonaws.com/2022/sept/5/CEH+Global+Challenge+Official+Rules+v1.0.pdf

7.Click “Play” icon to be redirected to the following page:

CEH-Competition-02 You are about 10 start event. You have 1o attempt each question in the allotted time.
Scenario : A cybersecurity consulting firm had been
engaged by a comparry that was compromised by an

unknown attacker. The company’s IT department sa...

Please click on Launch’ button to start

Coneed  Launch

Description : Your target is a machine running on a
windows server along domain controller with an 1P

address of 10.10.1,.119, You are required 10 dacover...

8.Click “Launch” to participate in the competition by answering flags on right side. Click “Finish” icon, once

completed.

Expand Console 01:01:49 Add Time

FLAGS

Flag 1 of 4

what is the name of
the service that

running on port 887
Answer

Submit
Flag2 of 4

what is name of the

SPN that found?

Answer

"
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9.After completing the Competition, you shall see the Competition Dashboard activated with the
competition statistics displayed as below:

[ s n=dins eccouncil.org 5 ©
= pensupporUBeotouncilong . = 1-Bdd 550-4357 & v L@t
Ec-cn“ nn“ Harm: By T Tradning - Tesinirg Partesss - IPSErCter - CISOMAG Cobe R Aboutl -
CEH Competition Dashboard —_
mz T e e e
Leaderboard By Brank Py Flag Pasrformanc e ws Bamnchmesnk
Userrama | Rank | Soore |
= Currgril posltion 7 wge  Diown by 2 sincs last wiek -
: ERA MDA LWUDH SRIDHAR 3 e
= TESTING FOUR F o .
= RAVI TEJA 1 T By Score vs Total posslisle
T Aspen gt L) CEEEEE T B ot
= ASHOK HUMAR r &1 [ — &0 T = t
: TARUN lil.-lM.iI-l L] 4 1I-Ie- :-::.:::.-";:-l.-:.::, :.:::.:- ) 343 -
& Toat Tomt e o — ity Score camlbie Score — Average Soore
Ca)
10.Under “CEHv-12 Modules and Competitions”, you can see the instructions to view eCourseware.
[ = aspen-devieccouncilorng S o
EC-Council T MR T, VNG I TR
CEH Competition Dashboara -+
CEHv-12 AndC -
CEMv-12 Modules CEMv- 12 Competitions
11.You canview e-Book in courses and clicking on the right arrow, the competition dashboard can be
expanded/collapsed (e-Book is a your eCourseware module):
CEHv-12 Modules And C: it e

CEHv-12 Modules
CEHVIZ Module 00

CEHv12 Module 01 Introduction to Ethics
Hackine

CEHv12 Module 02 Footarinting and
Reconnaizsance

CEHW12 Module 02 Scanning Networks
CEH Enzace Partl

CEHv1Z Module D4 Enumerstion

CEHv12 Module 05 Vulnersbility Anatysic
CEHw12 Module 06 System Haclking
CEHw12 Module 07 Mahware Threats
CEH Enzage Part il

CEHv12 Module 02 Sniffinc
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CEHv-12 Competitions

Current Competitions

MARK COMPLETE

Welcome to CEH Class!

Lorem Ipsum is simply dummy text of the printing and typesetting

tandard dumery text

Crrmrromctoad Dra Dande

CEH-Competition-11 (Sept)

Scenerio

End Date: September 28, 2021

~

Future Competitions

Past Competitions




12.You can also view Pre-Reads for the modules as below:

@ cEHvi2 Module 00

Hv1Z Module 01 Introduction to Ethical

CEHv1Z2 Module 02 Footprinting and
Reconnaizsance

CEHv1Z Module 02 Scanning Networks

CEH Engage Partl

CEHv1Z Module 04 Enumeration

CEHv12 Module 05 Vulnerability Analysis

CEHv1Z Module 06 Systemn Hacking MARK COMPLETE
MPL

CEHv1Z Module 07 Malware Threats

CEHEnzage Partll

CEHv1Z Module 02 Saiffing

CEHv12 Module 09 Social Engineering

CEHv12 Module 10 Denial-of-Service

CEHV1Z Module 11 Session Hijacking
Ethical Hacking for Career Starters

CEH Engzage Part il

Beginner’s Guide to Ha: = and Pentesting

CEHv1Z Module 12 Evading IDS, Firewalls

and Honeypots Fundamentals of Networking Conc . Protocols, and Security

13.You can “Launch Lab” corresponding to the e-Book, wherever available, as shown below:

EC-Council o Traning - Trining Partne
CEH Competition Dashboara B

CEHV- 12 Modules And Competitions

Cereis Moouie 50

T A3 raeu @ 5 mwres.eT v Errice

CEr il basese OF Scarwing “eeratree

CEre Tat) S P b

CErv A2 Moouie D4 Brumarstron

SEre 12 Meeuie OF Visrersl iy Anetree

CErecAl >

“eeu eI TereT e mg

7 rareare Threste

CErv il Moouse OF Soce Engiraaring

SEre i3I Fmes e IS Cerie ot Sariee

CEr A2 becoue 11 Sessme MiBCRrg

TH Za Onaes S b0

CEreil Mosuie 12 Bunateg D5 Frewets

T L2 Fecoue 12 Mascng VWes Sarvers

MaRK SOMILTTE

T i3 Mowie i Mesimg Wen
s wwwr.
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14.Click “Launch lab” for a module, to be redirected to the CyberQ lab page.

15.Click on the “Ethical Hacking Video courses” icon on the CEH v12 dashboard to access the videos
included with your package:

F Y
! ! ASPEN Home Training ~ Training Partner ~ Instructor -~ CodeRed About ~
. . ® =
Certified Ethical Hacker v12 =
I 1 r ] r ml r ml r il
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECESTATUS
Pending Pending Pending INSA
Em e 3 Cccome-
L | L - L _ L _ L _
I 1 r ] r ml r ml r il
MEXT VERSION ETHICAL HACKING C|EH OFFICIAL GLOBAL C|EH
ECOURSEWARE VIDEQ COURSES ENGAGE LAE CHALLAMNGE
_ _I L - L - L - L |
_ - - _
EXAamM C|EH

PREPARATION

EXAM PREP

PRACTICAL

RETAKE EXAM

16.Click on, “Go To Dashboard” on CodeRed home page to view the specially curated Ethical Hacking
videos with your package:

Search for courses, leamning paths, topics, and more Upgrade To Pro

codered Browse v

Learning paths

>ategories Learning Paths
Data Science 9 Skill Path 9 Skill Path 9 Skill Path
Cloud Security

Mastering Digital Forensics Conducting Reconnaissance for Protecting Data in Microsoft Azure

Industrial Security Controls

Vulnerability Assessment and
Pentesting

Security Architecture and
Operations

Cybersecurity

Governance, Risk, and
Compliance

DevSecOps

Software Development

Detect and backtrack cyber criminals and hackers with
digital forensics

@ 3 Premium Courses

@ s

Learn more
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Cybersecurity

Lean to perform scanning and attacking effectively

@ 2Premium Courses

™ 12ns

Learn more

What is Microsoft Azure Security Center, how does it
work, and why is it important for modem businesses?

@ 4Premium Courses

@ 17hrs

Learn more




17.0n clicking “C|EH Engage” on the main dashboard, you can view the following:

EC-Council Home m Training ~ Training Partner - Instructor ~ CISO MAG CodeRed About -

CEHV1Z Module 01 Tntrosuction 16 Exhicel
P ing

CER 412 Modules 02 Footprinting and
Reconnaiszance

CEFVI2 Modute O3 Scanming Petworks
TN 530 Chcte Pt |

CIv12 Module 0% Enumerstion
CEII12 Moduie OF WVuler stiity Acutysis
CAI 12 Modube OF Systeen Hacking
CEMv1Z Module OF Matwars Thoeats

CEFv1Z Modube OF Sritfing

MARK COMPLETE
T 12 Modube OF Social Engineering

TN 12 Moduie 10 Deniel of Sarvics -~
Welcome to CEM Class!

CEH1Z Module 13 Seswion Hijecking

Yo 3nd soramised It O Mmake 3 tyPe IHecine
SN Sl Crvack Pt 11

CEF 12 Modube 12 Evading 1OS, Flemwalis

18.0n right side competition dashboard you can view Current, Future and Past Competitions by expanding
the competition list by clicking on the “+” icon.

CEHv-12 Competitions

Current Competitions e

CEH-Competition-02 (Aug) +

Future Competitions s

CEH-Competition-11 (Sept) -

Past Competitions e

Competition 1 (May)
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19.0n expanding “Current Competitions”, you shall be able to view the Competition details. Click on

“Compete” icon to participate in current competition.

CEHw-12 Competitions

Current Competitions

CEH-Competition-02 (LAauz)

Scenerio

identify the attack and find the vulnerakilities usaed by
the attacker.

Start Date: Ausust O, 2022
End Date: Ausust F1, 2022

Future Competitions

&2 cywbersecurity consulting firm had been engaged by a
company that was compromised by an unknown attackear.
The company's IT department said that the attacker had
compromised a domain controller userspns associated
wwith user accounts. Your task as a security analyst is to

20. Click on the “Exam Preparation” icon on the CEH v12 dashboard to access exam preparation:

AASPEN Home Training «

Certified Ethical Hacker v12

ECOURSEWARE EVALUATION EXAM
Pending Pending

TRAINING EVALUATION m

n Prog

MNEXT VERSION ETHICAL HACKING ClEH
ECOURSEWARE VIDEOQ COURSES ENGAGE
m
_ — L -
EXAM CIEH RETAKE COUNT:
PREPARATION PRACTICAL 0

EXAM PREP PRACTICAL RETAKE EXAM
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Training Partner ~

CERTIFICATE

Pending

CERTIFICATE

OFFICIAL
LAB

Instructor CodeRed About ~

r::

ECE STATUS
N/A

ECE 5TATUS

GLOBAL C|EH
CHALLAMGE

CHALLANGE




21. You will be redirected to the page below:

B Emalotwmemundory B ¥ & In

(@) Glotient
MY EXAM PREPS

CGEHV12 Exam Prep

Progressive Assessment

0'of 101 Topics Completed

MY SKILL ASSESSMENTS

o] httpsy/cybergeccouncilorg/examprep/Member/Dashboard asp®

Simulated Exam

D of 2 Sets Completed

(T Shill Assessments - Exam Preps -

Support -

You are (% ready for the exam

22. Click on the “CEH Practical” icon to access the dashboard as below:

Certified Ethical Hacker vi12

L |
[ = r
ECOURSEWARE EVALUATION
n Progress Pznding
L a0 L
r a1

MNEXTWVERSION ETHICAL HACKING

ECOURSEWARE VIDEQ COURSES
L - L
r -1 r
ExAM C|EH

PREPARATION

EXAM PREP

PRACTICAL

PRACTICAL
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23. Your CEH Practical dashboard shall be activated upon clicking on "Ok Proceed" within the exam

dashboard.

AASPEN Home My Courses Training ~ Training Partner - Instructor ~ CISO MAG CodeRed

e You need to clear at least 14 out of the total 20 challenges to pass the exam. You will have 6 Hours in total to complete all challenges.
® On the date of exam proceed to launch your exam from your dashboard. The exam can only be unlocked by your proctor.

The CEH (Practical) Exam Process:

AASPEN Home My Courses Training ~ Training Partner - Instructor ~ CISO MAG CodeRed

Activating this dashboard will now enable you to schedule the exam.

Schedule your Exam

You need to schedule your exam a minimum of 3 days in advance.

h

Launch your exam

To pass the exam you need to clear 14 out of 20 challenges.

b

cation Granted

Ce

Digital Certificate will be issued instantly should the candidate pass the exam and welcome kit
provided.

About ~

About ~

If you are ready to begin the challenge, enter your CEH (Practical) Dashboard access code below. You will receive an email confirming the dashboard activation.

Should you need additional information about the CEH (Practical) Program, Click Here

Please take note upon activating your CEH Dashboard, you are bound to the Non-Disclosure Agreement and Certification Agreement.

Note: Only eligible candidates are permitted to proceed with the exam, the eligibility criteria can be located at HERE

Should you require any assistance, please write to practicals@eccouncil.org

OK. PROCEED BACK TO DASHBOARD

24. Retake icon shall be activated; in case you fail the exam. You can request for a retake voucher by

clicking on the “Retake Exam” icon.

"\ ASPEN

Certified Ethical Hacker v12

reme freining -

Training Partner -

Instructor ~ CodeRed About

— a1r r - - |
ECOURSEWARE EVALUATION EXAM CERTIFICATE ECE STATUS
In Progress Pending Pending Pending INA
=3
L . L I, 4L 4
— a1r r - - |
NEXT VERSION ETHICAL HACKING CIEH OFFICIAL GLOBAL CIEH
ECOURSEWARE VIDEO COURSES ENGAGE LAB CHALLANGE
i
L a L L L L |
r a1
EXCAM ClEH RETAKE COUNT:
PREPARATION PRACTICAL 0
EXAM PREP PRACTICAL RETAKE EXAM
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25. “Retake Exam” icon will redirect you to the page below. Fill in the form below to avail the exam retake
included with your package:

2) https://cert.eccouncil.org/retake-exam-promo.htm o 3@ A Q@ Yg =

ABOUT EC-COUNCIL CERTIFICATION GET CERTIFIED POLICIES VOLUNTEERING ANNOUNCEMENTS

RETAKE EXAM PROMO

FIRST NAME® LAST NAME"
Enter your First Name Enter your Last Name
EMAIL ADDRESS® MOBILE
Enter Email Address Enter Mobile Number
MAILING COUNTRY® EXAM ATTEMPTED®
-None- v -None- g
EMAIL ID USED TO REGISTER AT EXAM PORTAL’ PREVIOUSLY USED EXAM VOUCHER CODE
Enter your Email ID used to register at Exam porta Enter your Previously used Exam Voucher Code

L BECOME AN EC-COUNCIL COMMUNITY MEMBER"

L) 1 AGREE TO TERMS OF USE AND PRIVACY STATEMENT *
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